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CPS: Societal Scale Embedded Systems
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A WEEKEND IN APRIL 2009
The Story Of



The Planet is Already Committed 
to a Dangerous Level of Warming

Temperature Threshold Range 
that Initiates the Climate-Tipping

V. Ramanathan and Y. Feng, Scripps Institution of Oceanography, UCSD 
September 23, 2008

www.pnas.orgcgidoi10.1073pnas.0803838105

Additional Warming 
over 1750 Level

Earth Has Only Realized 
1/3 of the

Committed Warming -
Future Emissions 

of Greenhouse Gases 
Move Peak to the Right



Universities enable Learning & Living in Future



Listen carefully from a diverse group…





Making Buildings Energy Efficient
Increasing bandwidth of use, decreasing granularity of response.

1. Reduce energy consumption by IT equipment 
 Servers and PCs left on to maintain network presence
 Key: “Duty-Cycle” computers aggressively maintaining availability
 Somniloquy [NSDI ‘09] and SleepServer [USENIX ’10]

2. Reduce energy consumption by the HVAC  system
 Energy use is not proportional to number of occupants
 Key: Use real-time occupancy to drive HVAC at fine spatial scales
 Synergy occupancy node [BuildSys ’10], HVAC Control [IPSN ’11]

3. Reduce energy consumption by Plug-Loads 
 “Dark-loads” distributed over a building, diverse types 
 Key Idea: Measure and actuate based on “policies” at fine temporal 

scales [BuildSys’11].
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SleepServers: Enable Aggressive Duty Cycling

68% energy savings since SleepServer deployment 

Average Power 
26 Watts

Average Power 
96 Watts

Yuvraj Agarwal, UC San Diego
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Occupancy-driven HVAC



2. HVAC Energy Savings
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Estimated 40% savings across entire 
building. Detailed occupancy can be 

used to drive other systems.

HVAC Energy Consumption (Electrical and Thermal) during the baseline day. 

HVAC Energy Consumption (Electrical and Thermal) for a test day with a similar 
weather profile. HVAC energy savings are significant: over 13% (HVAC-Electrical) 
and 15.6% (HVAC-Thermal) for just the 2nd floor  



Demand Response
 54 HVAC zones including 1 kW corridor each floor

 15-20 kW per floor, 260-358 W per zone
 DREM for plug loads with device type and priority levels
 Actuation classes: Off (PL 1), Occ_low (PL 2), Occ_hi (PL 3), On (PL 10).



30 Room Deployment

36.9% lower energy use over 8-hour work day. DR 
response in minutes.
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Campus As A Living Laboratory of 
Localized Co-Generation and Storage 





A NEW Computing Platform: Instrumented 
Buildings for measuring occupancy, energy use
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Built in 2004, 145,000 sq ft, 5 floors
HVAC : VAV with reheat coil, 237 zones
Occupants : Faculty, staff and students

more than 1 year data, 17+ sensors per zone 
100s of Air Handler (AHU) sensors

every ~5 minutes

BuildingDepot
Zodiac
ZonePAC
BuildingSherlock
Sentinel
MCC



Complicated Information 
Flows in CP Systems

Many busy users 

Few overloaded (and 
oft ignored) operators

Infrequent, 
Quick

Limited
attention

Frequent, slow 
interactions

Focused
attention

Filter and compress
requests for attention

Amplify Information

CP “Operating” System“Cyber” Customers

Low processing
at receivers

Data deluge

REDUNDANCY

Many, somewhat
interchangeable

Ad-hoc, intermittent,
diverse

Value in numbers, 
redundancy

Constrained
“Physical” world 

LOW
BANDWIDTH

“Wealth of data, poverty of attention,” Herb Simon



Find Architectural Support To Structure 
Information Flows

Smart Home as an example CPS
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HVAC
• Control based on weather
• Use of solar panels and solar 

heaters
• Adapt to user comfort

Water
• Cooking, drinking & washing
• Lawn irrigation system
• Solar heating system
• Pool filtration & heating

Security
• Biometric locking system
• Video surveillance
• Smoke detector
• Alarm system

Multimedia
• Television & Radio
• Video Games
• Internet
• Recording systems



Putting Things Together

Smart Home 
Architecture
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HVAC Model

Water Model

Security Model

Multimedia Model

Developer
• Ease of access to 

information
• Minimum domain 

expertise

Does it really work?
How does it work?



BRICK: Exciting New Platform with new “Apps”

Building A Building B Building C Building D

Data Connectors

Large amount of data 
generated in modern 

buildings

REST/ Native API

Apps

Visualize Maintain Analyze

Data management 
system for sensors and 

actuators

Next generation 
building applications 
via standardized API

 Scalable, distributed data storage
 Metadata and contextual tagging
 Access control across users
 REST API for app development

Control
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[1] Agarwal, Yuvraj, et al. "BuildingDepot: An extensible and distributed architecture for building data storage, access and sharing." 
Proceedings of the Fourth ACM Workshop on Embedded Sensing Systems for Energy-Efficiency in Buildings. ACM, 2012.

http://brickschema.org/



Models can extend reasoning 
methods

2
2

Rule based

If

but still then

Model based

then I expect

If

but I got so

Change based

The last time
I did

sensors told 
me 
I got

but 
this time

so



Building Data Models and Comparative 
Data Mining

• Working directly with sensor readings tends to find 
extremes in sensor readings

 Models that capture on the inter-relationships between 
sensors and parameters of interest

• Large differences between zones even on the same day

 Cluster rooms with the same characteristics

• Sensitivity to confounding parameters (human actions)

 Compare rooms that have the same confounding parameters

[1]. Narayanaswamy, Balakrishnan, et al. "Data driven investigation of faults in HVAC systems with model, cluster and compare (MCC)." 
Proceedings of the 1st ACM Conference on Embedded Systems for Energy-Efficient Buildings. ACM, 2014.

23

Misconfigurations are common, in 40% of buildings we examined.



Build learning models from 
sensor data 

Cluster model parameters

Compare groups

Design Rules for fault 
detection and diagnosis.

Better Models, Improved 
Diagnosis



Set points and actuation not in sync
High Airflow all the time Setpoints never change

Model, Cluster, Compare: Enables us to detect 
and use relationships

2
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Actuation and Sensing not in sync High set point causes over-cooling

(Unnecessary) high flow when within setpoints

Conditioning more when unoccupied High Airflow Causes overcooling

High Airflow Even when temperature 
within setpoints
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Models
• Encapsulate domain knowledge
• Standardize representation of disparate systems

Abstractions
• Simplify access to domain expertise
• Facilitate communication across systems

Architecture
• Allow models to co-exist to create a system of models
• Provide mechanisms for protection, communication and 

consistency

CPS/IOT Needs, Requirements



Engineering Institute

UCSD and CPS

Across several engineering disciplines: EE, CS, SE, MAE, NE.

CALIT2 @ UCSD
UCSD @ LANL
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